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AHJIATIIA

3eprreynin e3ekrTijdiri: JKorapbl OKYy OpHBIHBIH KbI3METIHIH JlaMybl MEH
TUIMIUIITIH apTTBIPy CallaChIHAAFbl ©3€KTI pejiepiHiH Oipl OHBIH FbUIBIM MEH
TeXHUKAHBIH JaMbIFaH CaiblH olieMje Tnaijga OolaThlH jKaHA  TOCUIIEpAi,
TEXHOJOTHSJIAp MEH KypajlJapabl YHeMl 13]ler, KoyijaHyra ©Oaca Hazap
ayJapaThlHIBIFBI 00BN TaObUTaAbl. OChbIFaH OalIaHBICTBI YHHBEPCHTET kKahaHIIbIK
UQPIAHIBIPY MEH aKNapaTTaHIBIPY YACpICTEepiHEH, ocipece, COHFBI IKbUIIApPbI
TOPTIHIII OHEPKICINTIK PEBOIIONHUAFA KATHICTBI TEXHOJOTHSIAD MEH KYpasiapiblH
’KaHa TYpJIEpiH aXXbIpaTy MEH KaJIbINTACThIpyFa OaiJIaHBICTBI ©3€KTi1 OOJIBIN OTHIPFaH
yAepicTepiHeH ThIC Kajia anMaiiapl. MyHIail TeXHOJOTHSIIAp TEXHUKAIBIK Kypalliapra
aJlaMHBIH apallacybIHCBI3 Oip-OipiMeH opekeTTecyiHe MyMKiHAiK Oepeni. L{udpibik
TEXHOJIOTHSIAPIbI KOJIIJaHA OTBIPHIN, OMIP CYpyre >KOHE OKyFa JalbIH JKaHa YpIaK
KaJIBINTACTHIPY OLTIM Oepy KyHeciHIH JaMyblHa KOChIMIIIA HET13 OOJIbIN TaObLTa IbI.

Ocwl xoHe Oacka GakTopiapAbl €CKEPCEK, YaKbITBUIBI MKOHE KaH-KaKThI
UPIAHIBIPY CTPATETUSIIBIK CHUIAT aJlbIl, COMKEC TYXKBbIPHIMIAMAIBIK TOCUIIEPAl
1371eT KyHeneyal Tanan eteai. AWKbIH Mbican periHiae npodeccop T.O.banbikbaes
neH nipodeccop E.bl.bunaiibekoB OaciibuibIFBIMEH KypblIFaH AOaii aTeiHaarel Kazak
WITTBIK ~ TEAarorvKaiblK  YHUBEPCUTETIH  IUGPIAHABIPY  TYXKBIPhIMJaMachlH
KapacTeipyra Oomanbl. TYXKbIpbIMJAMaHbIH Ma3MYHBl JKOFapbl OKY OpPHBIHBIH
UPABIK MHPPAKYPBUIBIMBIH Tajjay HOTHXKEICPIH €CKepe OThIpa KaCaJIbIHBIII,
COHBIH HET131H]Ie YHUBEPCUTETTI UM PIaHIBIPYIbIH OachiM OaFbITTaphl alKbIH/IAIFaH.
OKy JKOHE OKBITYIIBUIBIK KBI3METTI  UUMPIAHABIPYIABIH  TEOPHUSIIBIK  JKOHE
IPAKTUKAIBIK HET137epi, YHUBEPCUTETTIH FHUIBIMH-3EPTTEY KOHE QJIEMJIIK FHUIBIMHU
KaybIMJIACTBIKKA Kipiriyi, YHUBEPCUTETTIH NHQPPIAHIABIPYAA CTYJCHTTEP MEH
OKBITYIIBITIAPIBIH ITUGPIIBIK KY3BIPIBUIBIFBIH JAMBITY TOCUIEP] KAPaCTHIPBLIFAH.

TyxeippiMaamMaza yHUBEPCUTETTIH WUMPAbIK OutiM  Oepy  OpTachIHBIH
aKMmaparThlK KayilCI3MIriK JKOHE OHBIH Kypamaac Oemiri  KuOepKayimncizmik
MoceTieNiepine epeKile Ha3ap ayJapbUIFaH. 3aMaHayy >KOFapbl OKY OpbIHAApbIHAA, Ke3
KEJITeH MEMJICKETTIH HMHTEIJIEKTYaIIbIK J>KOHE €HOCK MOTEHIIMAJbIH J1aMbITAThIH
KOINTEreH TMeJarorrap, FHUIBIMA KBI3METKEpJep €HOeK eTelll, OH MBIHIaraH
CTyneHTTep OKUJbl. OChIiFaH OalJIaHBICThI, Ka31pri JKaFran1a >Korapbl OKY OpbIHJAPHI
MeH Oacka Ja OKYy OpbIHIApbIHbIH akmapartel Kayincizairin  (AK) xone
kubepkayincizairia (KK) kaMmramacei3 ety MiHAETTEpI 6T€ MaHBI3IHI.

AliTa KETeTIH >KaFJail, KOoFapbl OKYy OpbIHAApBIHBIH AK-HBI KamMTaMachl3 €Ty
xoHe KK-upl Oackapy canaceinia Oipkatap npoosiemanap 6ap, oJlapblH IIITHIET1 €H



MaHp3ab1apel: KOO ABBO-HBIH akmaparTelK pecypeTaplibl TEXHUKAIBIK KOpFay
kypangapsiMeH (APTKK) Hamap xaOabIKTamybl; KHOEpKaylNCI3IIKTI KaMTaMachl3
eTy OoifplHIIa MIHAETTEpPAl IIEHIyAl KaMTaMachl3 €TETIH KaOABIKTapAbIH
(KocKpIIITap, MapuipyTtuzatopiiap, OpaHAMay’p >KOHE T.0.) MOpaJbIbIK >KOHE
(u3MKaNbIK TO3Ybl; JKOFapbl OKY OpbIHAApbiHAA |T jaemapraMeHTTEpAlH IITaT
kecrenepinae KOO ABBO-na KK-Hbl KamTamacei3 eryre OeJIHIeH MaKCaTThl
Kap>KbUTaHABIPYAbI cayaTThl koHe oHTalibl 6ese anaTeiH AK sxone KK MminperTepine
»KayanThl apHaMbl JaspiaHFaH MaMaHaap IbIH 00JIMayhl.

KOO ABBO-pgarei KK-Hbl GackapynblH KOJIJIAHBICTAFbl TOCUIAEPl HETI31HEH
KOMMEPIMSUIBIK KOCIMOPBIHAAPFa HEMece pexXUMIIK (KaOblK) HBICAHIApFa TOH.
Anaiina, OutliM OepeTiH MeKeMellep MEH JKOFapbl OKY OpBIHAAPBIHBIH ©31HAIK
epexmrenikTepi 6ap. KOO ABBO-ubiH KK xyiiecin xobanaymsuap AK-Hbl 6ackapy
KYHECIH KYpy NpOLECiH/E KeJecl KUbIHABIKTapIbl aTaml eTe/Il:

— KOO ABBO-ubiH AK-HbIH xkoHe KK-HBIH arbiMaarbl xaraaiibiH OarasiayabiH
apHaiibl 9iCTepiHiH O0NIMayHhI;

— KOO ABBO-HbIH KOpFranaTblH pecypcTapblHa JECTPYKTUBTI ocep €Tyl
(dakTopiapabIH OeNrici3fAiri MeH epeKIneiri;

— KOO ABBO-HBIH aKMmapaTThIK PECYpCTapblH KOpFay KypaJlJapbIHbIH
TUIMJIUIITH OaFajay YIIiH MBICHIKTAIFaH 9ICTep MEH aJITOPUTMICP/IiH 00IMaYHhl.

Kackynemaep (xakepiep) TapamblHaH OPTYpJi  KOMIIBIOTEpPJICHAIPUITeH
xyuenepre (mbicansl, KOO ABBO) necTpykTHBTI ocepiepliH CaHbl MEH
KYPAENUIIriHIH ecyl JKaFqalbIHAa, TEXHUKAIBIK KbI3MET KOPCETYIIUICPAIH ajablHaa
TYpFaH MaHBI3[IbI MIHACTTEPIH Oipi, oJapAblH KHOEpKAyIICi3AiriH KaMTaMachl3 €Ty.
byn Tuicti KapkputaHablpyabl mHBecTHHMsUTayAbl Tanan erenl. KOO ABBO-ubIH
aKMapaTThIK Kayinci3miri MeH KuOepKayirci3mirid Kap>KplIaHIbIpy OOWBIHINA MISHIiM
KaObUIIay akKmaparThl CEHIMII KOpFraylbl KaMTaMachl3 €Tyre TOH OapiibIK
dakTopiapapl €CKepe OTBHIPBIN, KapKbUIAHABIPYALl JKY3€Tre achblpyFa MYMKIHJIIK
OepeTiH mpolieaypaiapra Heri3aenyi THic.

AKmapaTTel KOpFay OKOHE aKMaparTaHIBIPYAbIH OPTYPJl  HbICAaHAApbIH
aKMmapaTThIK Kaylilci3firi MEH KHOepKayilnci3firin OacKapylablH THIMII KyHelIepiH
Kypy MiHznerTepiMeH kenrtereH metennik raasivaap: J.I1.3emkna, C.B. Kazmupuyk,
B.A.Jlaxno, A.I'Kopuenko, B.N.Kotenko, M.Atighetchi, R.H.Campbell, J. Dawkins,
A.C. MapkoB, M.Endler aiinampickan. by wmocenmenepai 3eprreyre OTaHJIBIK
Mamanjap na o3 yiectepid Koctel: P.I.busmes, M.H.Kanumonnaes, b.C. AxmeTos,
V.A.TykeeB, U.T.Ytenbeprenos, B.B.fBopckuii, T.C.Kaprbaes, K.K.Anumcentona
JKOHE Oacka Ja FajasIMzap.

AKnapaTThlK pecypcTapibl TeXHUKAIbIK Kopray KypanaapbiH (APTKK)
KapKbUTaHABIpY canachkiHaa, OHBIH imiiHae KOO ABBO-HBI KapXbLIaHIBIPY
OOWBIHIIIA 3EPTTEY KYMBICTAPBIHBIH KOMIIUIITIHAC KHOEPKAyINCI3MiK KypaaaapblHa
xoHe  APTKK-ra  Kapkpl  pecypCcTapblH  WHBECTULMSJIAYABIH  OHTAMIIBI
CTpaTerusuIapblH 1371y MIHJACTTEPiHIH SKOHOMHUKAIBIK KOWBLIBIMBIHA FaHa Hazap



aynapbulFaH. byn JKyMbICTap OCBIFaH yYKcac >koOanapra Oakbuiay >KOHE IIEIIIM
KaObUIIay TMpoIeaypallapblHa €H O3BIK AaKMapaTThIK TEXHOJIOTHSJIAPABl  CHTI3Y
TEHJICHIMSUIAPbIH, COHAAN-aK ©3JepiHIH MakcaTTapblHa >KETYy YIIIH aKnapaTThIK
KAYIICI3/11K NeH KUOepKayincCi3IiK KOHTYpJapblHAH ©TYre€ ThIPBICATBIH KOMIIBIOTED
KACKYHEM/JICPIHEH KEJIETIH IIbIFBIHIAPIbIH OCII OTHIPFAHBIH €CKEPMEN/II.

Conapiktan, kuoepkayinciz JKOO ABBO-HBI Kypy MEH KoJjayFa, KOFapbl OKY
OPBIHIAPBIHBIH ~ IIEKTEYJAl  KapKbl  PECypCTapblH  YJECTIPYIIH  OHTAMJIbI
CTpaTerusjiapblH TaOyra MYMKIHIIK OepeTiH mennmaepAl KaObuiaayasl KoJaay
KOMITBIOTEPJIIK MHTEJUIEKTYaJIbl XKYyHenepl YIIIH 9JIICTep MEH MOJEIbACPAl JaMBITY
OarbITBIH/A KaHA 3ePTTEYIICp KaKeT.

AKnapaTThIK KAyINCi3AiK *oHE KUOepKayilci3lik mpoOieMallapplHa apHaFaH
3epTTEy JKYMBICTapblHAA KONTETCH FaJbIMIAPAbIH 3CPTTEYNIepi KOPCETKCHJCH,
aKnapaTTaHAbIPYJbIH KHOEpKAyIlci3 HbICAH KYPYIbIH HEri3ri MYMKIHAIKTEpPIMEH,
aTan alTKaH/a, 3aMaHayH aKlapaTThIK TEXHOJIOTUsIap/ bl maaanany Herizingae KOO
ABBO-upiH KK-HbI AaMBITYABIH HETI3T1 MYMKIHAIKTEPIMEH OHE KOpPFayIIbIHBIH
KETKLTIKCI3 Kap>KbUIaHIBIPBUTYBl HEMECE PaIlMOHAIBI €MeC KapKbl CTPATETUSChIHBIH
cajlapblHaH  KHOEPKAyiNCI3MIKTI THUICTI JACHTeHAe KaMTaMmachl3 €Te aJMalThIH,
KOJIJIAaHBICTaFbl KOPFAHBIC J>KYWENEpIHIH THIMIUITIHIH JKETKUTIKCI3IrT apachiHa
allKpIH KapaMa-KalmbLUIbIK 0ap.

Xorappina KepceTUIreH KapaMa-KalIIbUIBIKTBI IIENly YIIIH JUccepTaiusia
KOO ABBO-nma KopraylIbIHBIH CTpaTeTHsUIAPBIH 13y eceOiHAe Ienrimaepai
KaOBUIIaY/Ibl KOJIIAYbIH KOl MOAYJBIIK JKYHECIH KYPYIAbIH MOJEIbICPIH, 9ICTePIH
KOHE aKMapaTrThlK TEXHOJOTHUSUIAPBIH KYPYAaH TYpPATbIH JKaHA FBUIBIMH MIHAET
kovbutran. Koiteutran wMinger KOO  ABBO-HbiH KuOepKayincCi3iriH  >KOHE
akKmapaTThIK pECypcTapibl TEXHUKAIBIK KOpFay KypaJlJapblH WHBECTUIMSIAYFa
KYMCaJaThIH HAKThl MOJIIMETTEpPMEH OOJKaHFaH MOJIIMETTEPIiH alblpMaIlbUIBIFbIH
azaiityra, connaii-ak HakTel JKOO ABBO yuria kubepkayinci3aikTi )KOHE aKmapaTThIK
pecypcTapibpl  TEXHUKAIBIK  KOpFay  KYpPalJapblH  KOpFayllbl  TapamnblHaH
Kap >KbUTAHABIPYIBIH OHTANJIBI CTPATETHSACHIH alyFa MYMKIHIIK Oepesi. COHIBIKTaH,
KOO ABBO-HBI KOpFay cTpaTerusuIapblH 1371€y MIHASTTEPIHIE IICIIiM KaObU1Iay bl
KOJJay OKYHECiH KYpPyABIH  MOJCNIBJACPIH, OJICTEpPIH  JKOHE  aKMapaTThIK
TEXHOJIOTUSJIAPBIH FBHUIBIMA HET13/Ieyre OaFbITTajFaH TUCCEPTAIUSIIBIK >KYMBICTHIH
TaKbIPHIOBI ©3€KT1 )KOHE FHUIBIMU, MPAKTHKAIBIK KbI3bIFYIIBIIBIK TYIIPAIbI.

3epTTeyliH MaKcaThbl: MICMIMAECPAl KaObUIAayabl KOJNAay >XYHeciH KojjaaHa
OTBIPBIT, KOPFAYIIBIHBIH OHTAWJIBI KApKbl cTpaTerusiapbid i3aey kone KOO ABBO-
Ja  aKnmaparThlH  KYNUSUIBUIBIFBIHA,  TYTACTBHIFBIHA  JKOHE  KOJDKETIMIUTITiHE
JECTPYKTHUBTI dCEpIEp/iH CaHbl YHEMI oCyl KaFJalbIHIIa COWKEeC Kapchl Iiapayiap
Kypy HeriziHze KOO ABBO-HBI KoprayablH 97iCTEPi MEH MOJICIBICPIH IaAMBITY.

3eprreynin Hbicanbl: )KOO ABBO-ga akmaparTel KOpray KypajJapblHa >KOHE
KkuOepKayirnci3airine OepiireH pecypcrap/bl YAECTIpy IpoiecTepi.

3eprrey moHi: JKorapbl OKYy OpHBIHBIH aKHaparThlk OuUliM Oepy OpTachbiH

KIPIKTIPUITeH KOPFay[blH 9IICTEP1 MEH MOJCIBACPI.



3eprreynin reuibIMu Ooskambl: erep, KOO ABBO-HBI KOprayliblH OHTaWJIbI
KapKpl CTpaTerusjlapblH TaHJay KakeT Oojica, OHAA MICMIMAEPAl KaObLIAaymbl
KOJIJIay MHTEIICKTYallJIbl JKYHENepiH KONJAaHy apKbLUIbl Oyl MOCENIeHI THIMIl JKOHE
kemen i memryre 6onaasl. HIKKXK-HbIH ecenTey s1pockl 9fICTEp MEH MOJIEIbEePACH
TYpajbl, ONap TOyeAi KO3FajabICTapMEH OCpLIreH OWCHI3BIKTHI KOM KaJaMIbl cara
oMbIHJIap TeopusichiHa, [leTpu KeniepiHiH TeOpUsChiHA KOHE T.0. HerizaenreH. by
omictep MeH mojaenpAaepaid >kublHbl KOO ABBO-HBI KOpraylIbIHBIH —«Kajay»
YKUBIHBIH J)KOHE OHTAMJIBI CTpaTerusijIapblH aHbIKTayFa MYMKIHIIK Oepei.

3eprrey minaerTepi:

— XOO ABBO-HBI KOpFayJbl KaMTaMachl3 €Ty CAJIACBIHAAFbl aJJbIHFBI
3epTTeysiepre 1oy MeH Tangayasl  opbiHaay koHe KOO  ABBO-HbIH
KUOEpKayInCI3/IIK KYHEeCIHAEeTT MHBECTUIUSIIBIK MPOLECC MapaMeTpliepiHiH 9pTypal
KaThIHACTAPBIH €CKEePEe OTBIPBIN, MHBECTHIUSAIAYIbI OacKapy CTpaTerusjiapbiH Taly
OoifpiHIIa menmMaepAl KaOwuigaynbl  konmay okyhecine (LHKKXK) apnanran
MOJIENBAEP/Il KYPY OaFbIThIHIAFbI 3€PTTEYIEP/IIH ©3€KTUIIIH HET13/eY;

— XKXOO ABBO-HbIH KHOEpKayiNCi3AIK KYHEeCiHIerT MHBECTUIUSIIBIK MPOIIECC
napaMeTpiIepiHiH OpPTYp/l KaThIHACTAPBIH €CKEPe OTBHIPBIN,  WHBECTHUIUSIIAYIBI
O0ackapyAblH  pallMOHAIBl  CTpaTerusuiapblH  Ta0y  OoO#bIHIIA  IIEHIMAEPal
KaOBbUIIay 1Bl KOJIJIAY J)KYHECIHIH eCenTey AapOChl YIIIiH MOJIEIb KYPY;

- KOO ABBO-HBIH KHOEpKOpFaybIH OeliMaenrey OacKapyIbIH
TYKBIPBIMIAMAJIBIK MOJENIH  KYpPY, COHJal-aK KOJIJAHYIIbl MPOQWIIH HAKThLIAY
npoleaypajapblH  aBTOMAaTTaHABIpPYFa apHalfaH KOJIJAHYIIBIHBIH ~ MIHJETTEpPiH
ynectipy wognenin Kypy koHe KOO ABBO-HBIH KOMKETIMAUIK KYKBIFBIH
CaJIBICTBIPYFa 0aiJIaHBICTHI KOJKETIMLTIK KYKBIFBIH OaKbUIAY 91ICTEPIH TOJIBIKTHIPY;

— KOO ABBO-HbIH KOpradmyblH Oarayiiay MIHAETTEpIH IIeUly  YIIiH
KONKPUTEPHAIIBI JTUCKPETTI OHTAWNIaHABIPY oAiciH keTuiaipy. « KOO ABBO-HbIH
KnOepKayirnci3Airii  MHBECTULMSUIAYJbI 0acKapy CTpaTerusyiapblH Ta0y OOMBIHIIA
menrMaepal KaObUIIayIsl KOJIay KyHecl» KOMITBIOTEpIiK Oarmapiama Kypy KoHe
MOJIETIBIH ~ CAaWIBUIBIFBIH  TEKCEPY MaKCaTbIHAA, WHBECTUIUSIAYIBIH OPTYpPIl
HYCKaJIaPBIHBIH CTPATETHSIAPHI YIIIIH KOMIBIOTEPIIIK MOACIBACY 1 OPBIHAY.

3epTTey daicTepi:

— JXXOO ABBO-ubIH KHOCpKOpPFaybIH OCHIMICITeH 0acKapyIblH KOHIICTITYaJIIbI
MOJICTIH CHIATTay JKOHE KOJJAAHYMIBUIAPABIH  KOJDKETIMAUTIK — KYKBIKTapbIH
Oeitimaenren Oackapy MIHAETTEpIH WICNIy YIIH - JKYHEIIK Tanmay oMicTepl >KOHe
[letpu >xenminepiHiH ammaparTapbl KOJJAHBUIFAH KYpHAENi KYWelIep TEOPHSCHI
omicTepi;

— KOO ABBO-#BIH KHOEpKAyINCI3AIriH  KOHE AaKMapaTThIK PeCcypCTapibl
TEXHUKAIBIK KOpFay KYpPaJIJIapblH WHBECTULMSJIAYABIH  PAIMOHAIABl  KapiKbI
CTpaTerusIChIH TaHAay OOWBIHINA MICTTIMAEPAl KaObUIAay bl KOJAay MHTEIICKTYa bl
KYHUECIHIH ecenTey SAPOCHIHBIH KaHa MOJIEIbACPIH CHHTE3ICyTe apHaFaH OUbIHAAD
TEOPHUSCHIHBIH 9ICTEPI;



— DOmxBopT-IlapeTo AMCKPETTI OHTAWNAHABIPY 9MiCI MEH JIEKCUKOTpa(UsIIbIK
omicTiH koMOuHanwusiceiHa HeriaenreH, KOO ABBO-HbIH  KopradyblH Oaranay
MIHJETTEPIH ey YIIIH KOIKPUTEPHAIIbl TUCKPETTI OHTAMIaHBIPY dA1CTEP];

— JUccepTalusaga YChIHBUIFAH MICNNMAEPAIH TUIMAUINH Oaranay YIIiH
KOMIBIOTEPJIIK JKOHE UMUTALMSUIIBIK MOJICIIBJICY 9ICTEPI.

3eprTeyniH FHIIIBIMH KAHAJIBIFbI:

— KOO ABBO-HbpIH KHOEpKayilCI3AIriH  KOHE aKMmapaTThIK pecypcTapiibl
TEXHUKAIBIK KOpFay KYpaJJapblH WHBECTULHSIIAYABIH PAIMOHAIABl  KapiKbI
CTpaTErusiChIH TaHAay OOMBIHILA MICIIIMIAEPAl KaObUIAay1bl KOJAay UHTEIIEKTYal bl
KYHECIHIH ecenTey SaPOChl YIITiH MOJCIbISP YCHIHBUIALL. MOJCIbISP/IiH KaHATBIFBI,
TOyeNI1 KO3FaJbICTaphl Oap OMCHI3BIKTHI KOMKAJaMJbl cama OWBIHBIHBIH IICIIIMIH
tabyra, KOO ABBO-HBI KOpFaylIbIHBIH «Kajay» >KUBIHBIH >KOHE paldOHAJIIbI
CTpaTerusiiapblH aHbIKTayFa MYMKIHJIIK Oepei;

— KOO ABBO-narel kubepkayinti azaWTy Hemece OedTapanTaHIbIpy YILIH
KOJIIaHYIIBl TPOMUIIIH HAKThUIAY NpOIeaypalapblH aBTOMATTAHJbIpyFa apHajIFaH
MOJIC]Ib  YCBIHBUIJIBI. MopenbaiH ~ KOJJIaHBICTaFbl ~ 0acka  MOJEIbACp/ICH
alpIpMaIIbUIBIFBl  [leTpyr JKemiepiHiH MaTeMaTUKAJbIK allllapaThblHa HETi3/Ie]TeH
KOHE KYMAIH 1K1 KEHICTITIHIH  KyaThlH a3aliTyFa MYMKIHAIK  O€peTiH,
aHbIManeUIapael  eckepeni. Atan  aiikaHga, KOO ABBO-HbIH TeOenepiHe
KOJIIAaHYIIBIIAPIbIH KON  JKETKI3y KYKBIFBIH periiaMeHTTeyMeH OaillaHbICThI
menrMaepal  KaObligayFa KETeTiH YaKbIT  IIBIFBIHBIH  KBICKApTy  eceOiHeH
MOJACIICYIIH HOTHKEIIITT apTabl.

— KOO ABBO-HBIH TebeNepiHe KOJMJAHYIIBLIAPABIH  KOJ  JKETIMILTIK
KYKBIKTaphlH OaKplay oJici HAKTBUIAHIBI JKOHE TOJIBIKTHIPBUIABI, KOJIJIAHBICTAFBI
ojlicTepre KaparaH/ia, TOJBIKTHIPY JKaHA HEMece KalTa KapacThIPhUIATHIH MIHIETTEP1
YIIIH Kayimnci3mik epexenepl MeH MeTpHUKajdapblH HakThiiay Iletpu xeminepiHiH
IapTTHl OCNTUICPIH/IC CUITATTAJIFaH;

— KOO ABBO-HbIH KOpradyblH Oarajiiay MIHAETTEpIH 1€y  YIIH
KOIKPUTEPHAIIJIBI TUCKPETTI OHTAMIAHABIPY omici keTuimipinai. KommanbsicTarbl
oMiCTep/IcH aWbIPMAIIBUIBIFBI, YCHIHBIN OTBIPFAH JKETULAIPUIreH omic DKBOPT-
[TapeTo  guCKpeTTI OHTAMMAHABIPY OJICI MEH JICKCHUKOTpaUSIBIK  OJICTi
OaillaHBICTBIPYFa HETI3MIENTEH, OYJI OHTAHIaHABIPY/IBIH €Ki MapThl 0ap memimMaepai
OaranayJIbIH BEKTOPJBIK KPUTEPUHIH KypyFa MyMKiHAIK Oepzi: HakTel KOO ABBO
YIIIH aKMapaTThIK PeCypcTapabl TEXHUKAIBIK KOPFay KYpallapbIHBIH KapacThIPBLIBII
OTBHIpFaH HYCKaJapbIHBIH KYHJBIK OaFachlH XOHE OHBIH TEXHHKAJIBIK THIMJIUIIIIH
Oaranay.

3epTTeyliH  TEOPHUSJIBIK  MAaHBI3ABLUIBIFBI:  KOMIBIOTED  KacCKyHEMepi
tapanbiHad KOO ABBO xyMmbIChIHA MECTPYKTHBTI apajiacy KYpACIUIIriHIH oecyl
xarmaiteiaaa, KOO ABBO-HBI KOprayaslH MOIETbIASP]I MEH OICTEpIHIH OfaH opi
namybiHaa. Kypeimran omicTep MEH MOJEIBbACP TOYENli KO3FaIbICTApMEH OepiireH
OMCBHI3BIKTHI KOIT KaJaM bl cama OMbIHIAApHI VIIIH IenmMaepal Tadyra xone KOO



ABBO KopraylmIBICBIHBIH «Kajay» >HWBIHBIH >KOHE PalMOHAJABl CTpaTeTHsIapbIH
aHbIKTayra MYMKiHOIK Oepemi. CoHbIMEH Karap, YCBIHBUIFAH  MOJEJBIEP
kubOepkayinrepAl azaity Hemece Oelrtapantannpipy yuiiH JXOO ABBO-ga
ai1aJIaHy 1Bl npoduibIepiH HaKTbUIayFa MYMKIHJIIK Oepeni. byn
nagananymbsuiapasiH JKOO ABBO- HbIH TYHIHAEPIHAC KOJI KETKI3Y KYKBIKTaphIHBIH
TOpTiOiMEH OalIaHBICTHI IICMIIMIEP KaObUIgayFa KETETIH YaKbITThl KBICKApTy
eceOlHeH MOJEb/I1H HOTHKEIUIINH apTThIpyFa MYMKIHIK Oepei.

3epTTeyliH MPaKTHKAJBIK MaHbI3ABLLILIFBI: VisualStudio2017 6arnapinamanay
opraceina KOO ABBO-HbIH KOpFalyblH Oaranay MiHAETTepiH memry yunH («DSS
KKX moaymni — KOO ABBO yuiiH akmaparThl KOpray >KYHeCiH jko0ajay Ke3iHJe
OHTAMJIBI TaHJIay AJTOPUTMAEPIH KY3€re achlpaTblH aKNnaparThl KOpray KypaJJapbiH
(AKK) Tanpnay yumin I[lapeto omici») xoHe KOO ABBO-HBIH KuOepKayinci3airid
KaMTaMachl3 €Ty YIIiH paldoHaJIbl KapxKbl cTparerusuiapbid Tagaay («KOO ABBO
KUOEpKayINCI3AIriH KaMTaMachl3 €Ty YIIIH paluoOHalIbl Kap»Kbl CTpaTerusiapbiH
tannay (DSS)») xommanGanel  Oarnmapnamanblk eHiMmaepal Kypy. «DSS IHIKKX
MONYJi — aKmaparTel Kopray KypannapsiH (AKK) tanmay yurin [Tapero omici», « KOO
ABBO  kubepkayinci3mirii  KaMTamachl3 €Ty  VIIIH  palMOHANAbl  KapKbl
crparerustiapeid  Tangay  (DSS)»  kypeutFaH  MoAenbACpAiH  KOJAaHOAJIBI
6arnapnamansik eHiMIepi JKOO ABBO-HBIH Kopray nepumeTpliepiH Oy3yFa opeKer
€TeTIH eKIHIIl Tapan KAHIIAJIBIKTHl KapKbUIAHABIPY JKacaca Ja, Kap>KbUIAHIBIPY
NPOIECIH CHUIMATTAWTBIH TapaMeTpiepliH Ke3-KeJITreH KaTblHAChIHAA KOpPFayIIbl
TapamnkKa CTPATerHsChIHBIH OHTAMIbI KapXbl CTPATETUSCHIH TaHIayFa MYMKIHIIK
oepei.

Koprayra yCbIHBLIATBIH HETi3Ti KaFuaajaap:

— XOO ABBO akmaparTel KOpray KoHe  KHOEpKayilcCi3mik KyHhelepiH
WHBECTUILIMANIAYIBIH ~ PAllMOHANBI KapKbl CTPATETHSICHIH Tagaay OoMBIHIIIA
menrnMaepal  Kadburmayasl Kojjgay HMHTEUICKTYyalJIaHFaH JKyHelepre apHajaraH
MOJIETIBIED;

— KOO ABBO xubepkarepai  azaiTy HeMece OeiTapanTaHAblpy YIIiH
KOJIITaHYIIbl TIPOMUIIIH HAKThUIAY NpOoleaypalapblH aBTOMATTAHJbIpYFa apHaJIFaH
MOJIEJIb;

— JKOO ABBO teb6enepine KOMKETIMAUTIK KYKBIKTapbIH OaKbIIay 9JIICi;

— KOO ABBO kopranysin Oaranay MIHAETTEPIH MIENTY YIITH KOMKPUTEPHAIIIBI
JTUCKPETT1 OHTAUIAHABIPY IBIH KETUIIPUITeH dIICI.

I3nenyminin Keke yJieci: KOprayra YCHIHBUIFaH AUCCEPTALUSIIBIK KYMBICTBIH
OapIBIK HET13T1 HOTIDKENIEP1 13ACHYIIHIH 031 aJFaH HOTHIKENep, aTan alTKaH/Ia:

— KOO ABBO aknmapaTThIK pecypcTapblH TEXHUKAIBIK KOpFay KypajJaaphbl
KOHE  KHOEpKAyinci3fik JKyHelepiH WHBECTUIUJIAYABIH PallMOHAIIB KapiKbl
CTpaTeTusIChIH TagAay  OoWbIHIIA  mIemnMaepAi  KaObuimayabl — KOJgay
WHTEJUICKTYaJIaHFaH KYHeJIepre apHaIFaH MOJICIbIED;



— KOO ABBO xuOepkarepai azailTy HeMece OelTapanTaHAbIpy YIIIH
KOJJIaHYIIbl TPO(MIIH HaKThUIay MpoLeaypajapblH aBTOMATTaHAbIPYFa apHalFaH
MO/IEJIb;

— KOO ABBO Ttebenepine KOKETIMAUTIK KYKbIKTapbIH OaKbLIay 9JIICH;

— KOO ABBO kopranysiH Oaranay MiHAETTEpIH HIEIIY YIITH KONKPUTEPHAIIIbI
JUCKPETT1 OHTAMIAHIBIPY/IBIH KETULAIPUITeH 9IiC1.

TakbIpbINTHIH FHUIBIMH-3ePTTEY OaraapjaMajapbIHbIH KOCHapJapbIMeH
OailanbIchl: /uccepTanusiiblK )KYMBIC XalIbIKapasblK FBUIBIMU-3€PTTEY KOOAChIHIA
AGaii areiamarel Kaz¥IIY men Oxonomuka Xorapslr Mekrebdi (Mackey, Peceit)
Oipiecker «Korapbl OKy OpBIHIaPBIHBIH OKY MpOLECiHEe HUPPIbIK KypajaapAblH HY
MOHHUTOPHUHID» TaKbIPBIObI asicbiHAa Xyprizunal (kemiciM-mapt 19.04.2019 x. Ne
19/04).

3epTTey HITH:KeJepPiH CBIHAKTAH OTKI3Y: 3epTTEY/IH HEri3r1 Karujaaiapbl MEH
HOTHIKEJIepi XalIbIKapaJbIK FhUIBIMU—TIPAKTHKAIBIK KOH(pepeHusuiapaa: «Part of the
Advances in Intelligent Systems and Computing book series» (Warsaw, 2018)
«AxTyanpHl NUTaHHS 3a0ecrieueHHs KibepOesneku Ta 3axucty iHdopmaii» (Kues,
2018), «IIpobneMbl TEXHUKA W TEXHOJOTHH TeleKoMMyHUKarui» (Ypansck, 2018),
«CTaH Ta yIOCKOHAJCHHS Oe3neku 1HPOPMAIIfHO - TEIEKOMMYHIKAIIIHHUX CHCTEM)
(Yxpauna, 2018), «IIpob6iaembr wunHbDOpMaTUKH B O00pa30BaHWH, YIIPABICHHH,
skoHoMuke u TexHuke» (Ilenza, 2018), «HoBble mHMDOpPMAIIMOHHBIE TEXHOJIOTUH U
cucteMbl» (Ilenza, 2018 ), «L{iy1i cTamoro po3BUTKY TPETHOTO THUCSUYONITTS: BUKIUKH
s yHiBepcuteTiB Hayk npo xutts» (Kuis, 2018), «International Journal of Civil
Engineering and Technology» (India,2019), «AkTyaibHbIE BOIPOCH YKOHOMHUYECKOTO
U COIMAJbHOTO pa3BUTus B yciaoBusx mudposuzamum» (Cemedt, 2019),
«YHuBepcuteT—ou-mikipiep aitmars» (Akray, 2019), «MaTemMaTHKaIbIK MOJETBACY
MEH aKIapaTThIK TEXHOJOTHsUIap OuriMae »oHe FhulbiMua»  (AmMatel, 2020),
coHbIMEH Katap AOail arbiHaarbl Kaszak VYITTBIK TMEIaroruKaliblK YHUBEPCUTETI
Nudopmatuka xoHe  OuriMai  akmapaTTaHAblpy  KadeapacwklHbiH — «bimiMii
aKMmapaTTaHJIbIPy JKOHE OKBITY Mocesesepi» aTThl FRUIBIMH — 9JIICTEMENIK ceMUHapaa
TaNKbUTAH/IBI.

HuccepranmsiablH ~~ HOTIKeNepi  YkpaumnanblH — BTIIYY,  akmaparThik
TeXHOJOTUsIap (aKkyabTeTiHIH OKy mporecine (eHrizy aktici 12.03.2020 Ne 16-35)
xoHe «Cemeit KanmaceiHbIH [1IokopiM aThIHIAFBl YHUBEPCUTET» KOMMEPIHSIIBIK €MEC
AKIMOHEPITIK KOFam, «AKnaparThIK-KOMMYHHUKAITUSITBIK TEXHOJIOTHUSITIAP»
dakynpTeTiHIH OKy mporecine eHrizuimi (enridy aktici 10.08.2020 Ne 255),
Kazakcrannpiy XKIIC «Kaspersky LAB KZ» maGopartopusiceiHna ChIHaKTaH OTTI
(enrizy akrici 10.02.2020).

Kypeurran  Oarmapmamanslk — eHiMzaepai  koimmany, KOO — ABBO-HbIH
KHOEPKAYINCI3MIK ~ KOHTYpJIAphIH  KYpyFa KETKEH IIBIFBIHAAPIbI, OacTamKsl
JKOCTapJiaHFaH napaMeTpiepMeH calbicThiprania mamameH 11-14% - ra KpicKapTyFa
MYMKIHIIK Oep/Ii.



¥ChIHBUIFAH 9/ICTEp, MOJENBJEP KOHE KYpbUIFaH OardapiiaMajblK OHIMAEp
Kazakcrannbig 0acka ga KOO ABBO-HbIH KHOEpKOpFay IopeKeCiH apTThIpy YILUIH
naianaHbuTybl MYMKIH.

3eprTey HITH:Kesepi OOMBIHIIA KAPUSUIAHBIMAAP: AMCCEPTALUS TaKbIPHIOBI
OolipiHIIa 21 )ymbic xapusiianrad, oHblH 5 - KP Binim xone FputbiM MuHuCTpIiri
bimiM JkoHE FBUIBIM callachlHAA CamaHbl KaMTaMachl3 €Ty KOMHUTETI YCBIHFaH
OachUIBIMIapAa, 3 Makaja Scopus MAJIIMETTEp KOpblHa KipeTiH OacbuibiMiapna, 11
MakKajia XaJblKapaJiblK FhUIBIMU-TOKIpUOETIK KOH(EpeHUUs >KMHAKTapblHIA (OHBIH
1IiHAe, WeTeNIiK KoH(pepeHUusIapAblH Marepuaniap KUHaKTapblHaa — 7), KaKbIH
HIETENIH FhUIBIMU KYypHaJAapblHa - 2 MaKaJia *KapHsUIaHFaH.

JluccepranMsHbIH KYPbLIBIMBI: JIUCCEPTAlUs KIPICIIEAEH, TOPT Tapay/aH,
KOPBITBIH/BIAAH, MailaJaHbUIFaH 9/1e0MeTTep/iH Ti3IMIHEH >XKOHE KOocChIMIIanapiaH
TYPaIbl.



AHHOTALIUA
auccepranuoHHoi padorsl Kniabipaiaunoii Jlazar MykrapoBHbI
«MeToabl M MOJeJI MHTETPUPOBAHHOM 3aIIUTHI HHGOPMALMOHHOM
o0pa3oBaTeJIbHOM CpeAbl By3a», IPeICTABJICHHON HA COMCKAHUE CTEIICHH
noxkrTopa ¢puiocopun (PhD)
no cnenuajabHoctu 60060200 — Un¢dopmaruka

AKTyaJbHOCTb HcciaeaoBanms: KitoueByio poiap B 00nacTH pa3BUTUS U
noBbIIeHUST 3G (PEKTUBHOCTU JIEATEIIBHOCTH BY30B UIPAE€T €ro OpHUEHTAIUs Ha
MOCTOSIHHBIM TIOMCK W NPUMEHEHUE HOBEWIIUX IOAXOAOB, TEXHOJIOTUM U CPEICTB,
MOSIBJISTIOIIMXCSL B MUPE 10 MEpe Pa3BUTHUS HAYKH U TEXHUKU. B CBSI3U C 3TUM BY3BI HE
MOTYT OCTaBaThCsi B CTOPOHE OT TJOOAIBHBIX TMPOLECCOB HUPPOBU3ANUU U
uH(dOpMaTH3aIi, 0OCOOEHHO aKTyaJIbHBIX B MOCJEIHUE TO/ABI B CBSI3U C BBIJCICHUEM
u GOpPMHUPOBAHHEM HOBBIX BHJIOB TEXHOJIOTUWA U CPEICTB, OTHOCUMBIX K YETBEPTOM
WHJYCTPUAIBHON pEBOMIOUMHU. Takue TEXHOJOTHM TMO3BOJISIOT TEXHUYECKUM
CpeIcTBaM  B3aWMOJEWCTBOBATH JIPYr C JpyroM 0Oe3 ydacTHsi deJIOBeKa.
JIOTOMHUTENTBHBIM CTUMYJIOM JIJIE Pa3BUTHS OOpPa30BaTEIbHBIX CHUCTEM SIBIISIETCSI
dbopMHUpOBaHUE HOBBIX MOKOJICHHH JIIOCH, TOTOBBIX U CIIOCOOHBIX KUTh U YUUTHCH,
MTOBCEMECTHO MCIOJIBb3Ysl [TU(POBBIC TEXHOJIOTHUH.

C yuétoM »H3TUX W JApyruxX (HAKTOPOB CBOCBPEMEHHAs KOMILJIEKCHAS W
BceoObemTomas nudpoBu3anms MpuoOpeTaeT CTpAaTErHuecKuil Xapakrep, Tpedyer
NOMCKAa U CHCTEMAaTU3AIMU COOTBETCTBYIOUIMX KOHUENTYaJIbHBIX MOAXOAOB. SpKuM
OPUMEPOM 3TOMY CIYXHUT KOHUEMNUus nudpoBuzanuu Kazaxckoro HaluoHaIbHOTO
[IeIaroTHYeCcKoro yHUBEpCcUTeTa MMeHU Abasi, pa3paboTaHHas TOJ PYKOBOICTBOM
npodeccopa T.O.baneikbaeBa u mpodeccopa E.bl.bunaiiGexoBa. Konrmenmms
HaIleJIeHa Ha oOecredeHue IeJIOCTHOCTH U JIOJITOCPOYHOTO TUIAHOMEPHOTO Pa3BUTHS
MOJXO/IOB K MHTETPAllMd M HMCTOJIB30BAHUIO IU(PPOBBIX TEXHOJOTUN M CPEICTB IS
NoBBIICHUS 3(PHEKTUBHOCTH BceX BUIOB jAesrtenbHocTH KasHITY uMm. Abas kak
mudpoBoro yHuBepcutera. CoaepikaHue KOHIENIMH COOPMUPOBAHO C YIETOM
pe3yapTatoB aHanu3a I1UGpoBoid MHGPACTPYKTYpbl YHHUBEPCUTETa, Ha OCHOBE
KOTOPOTO OTpEACIICHbl TPUOPUTETHBIC HANpaBiIeHUs NU(DPOBU3AIMN YHUBEPCUTETA.
PaccmarpuBatoTcss TEOpeTHYECKME U TMPAKTHUYECKUE OCHOBBI  IU(POBHU3AIUU
00pa3oBarelbHON M Y9eOHO-METOANICCKOMN JIeITCIPHOCTH, HAYYHBIX UCCICAOBAHUN H
WHTETPAllMd YHUBEPCUTETA B MUPOBOE HAYYHOE COOOINECTBO, MOAXOABI K PAa3BUTHIO
u(pPOBO  KOMIIETEHTHOCTH  CTYICHTOB W  MperojaBaTeiel B  YCIOBUAX
M(pOBU3ALNK YHUBEPCUTETA.

B KoHuenmuun ocoboe BHUMaHHE YAENSIETCSs  BOONpocaM HHQPOPMAMOHHON
6esonacHoct (MB) m ee cocraBmsromein kudepOesonacHoct (KB) mudpooi
o0Opa3oBaTeILHOM Cpelbl YHUBEPCUTETA. B COBpEMEHHBIX By3ax TPYAUTCS OOJBIIOE
KOJIMYECTBO TMEJAroroB, HAyYHBIX COTPYAHUKOB, OOyYarOTCS JI€CSITKA ThICSY
CTYIEHTOB, COCTABJISIOIINX WHTEIJIEKTYaJIbHbIW U TPYAOBOM MOTEHIMANT Pa3BUTHUS
mo0oro rocynapctsa. B cBs3u ¢ ueM 3amaua obecneuenust Ub u Kb By30B u apyrux
y4eOHBIX 3aBEJICHUN B COBPEMEHHBIX YCIOBUIX UMEET OTPOMHOE 3HAUCHHE.



Cnenyer otMeTuTh, 4to B obnactu obecneuenuss b u ynpasnenust Kb By30B
CYLIECTBYET MLENbId psiag mpodsieM, Cpelau KOTOpbIX Haubojee CYHIECTBEHHBIMU
aBIAtOTCs: cnabad ocHameHHocTh MOC By30B cpeacTBaMM TEXHUYECKOM 3aIlUThl
uHpopmarmonusix pecypcoB (CT3U); umeroniuiicss MOpaibHbIN U (PU3UUECKUN U3HOC
obopynoBaHusi, oOecmeyuBalpIIero pemieHus 3agad  1no obecrneuennio Kb
(KOMMYTaTOpOB, MapLIPyTU3aTOPOB, (ailepBONOB M Ap.); OTCYTCTBHE B IITaTHBIX
pacnucanusx IT nenapramMeHTOB By30B CIIEIMATILHO MOJTOTOBIEHHBIX CIIELIUAIUCTOB,
OTBETCTBEHHBIX MMEeHHO 3a Bonpockl b u Kb By3a, koTopbie MOriii Obl TPaMOTHO U
ONTUMAJIBHO paCIpeiessaTh IesieBoe (HHAHCUPOBAaHUE, KOTOPOE BBIJEISETCS Ha
obecneuenue Kb MOC By30B.

CymectByromue mnoaxoasl Kk ympabieHutro Kb HMOC By30B B OCHOBHOM
0a3upylOTCsl Ha PELICHUSAX, KOTOpPbIE XapaKTepHbI B OCHOBHOM JIJIi KOMMEPYECKUX
OpEeINpUSATUN WM TaK Ha3bIBAEMBIX PEKUMHBIX 00bEKTOB. OJTHAKO 00pa3oBaTesIbHbIE
YUpPEXKAECHHS] M BYy3bl, B YaCTHOCTH, OO0JaJatOT COOCTBEHHOM cHenu(UKO.
IIpoextupoBmuku cucteM Kb MOC By30B OTMEHAalOT CIEAyHOUIHME TPYAHOCTH B
porecce nocTpoeHus: cucreM ynpasienus: Ub:

— C OTCYTCTBHEM CIEUUATBHBIX METOAMK M METOJOB OILIEHKH TEKYIIEro
cocrosinus Ub u Kb By3a;

— C HEOMNpPEeNENEeHHOCThIO U CHEIU(PUYHOCTHIO AECTAOUIU3UPYIONUX (PAKTOPOB,
KOTOpBbIE MOT'YT BO3J€HCTBOBAaTh Ha 3amuinaeMoie pecypesl MOC By3a;

— C OTCYTCTBHEM OTpPaOOTAaHHBIX METOJOB W AITOPUTMOB [JIsi OIEHUBAHMUS
3¢ (HEKTUBHOCTH CPECTB 3aUTHI HHPOopMaMOHHBIX pecypcoB MOC By3a.

B ycnoBusix pocra koiuuecTBa U CIOKHOCTH JECTPYKTUBHBIX BO3JIECUCTBUH CO
CTOPOHBI 3JIOYMBIIUICHHUKOB (XaKepOB) Ha pAa3jIu4HbIE KOMIIbIOTEPU3UPOBAHHBIE
cucteMmbl (Hanpumep, MOC By3a) ogHON M3 Ba)KHEWIIHX 3a7a4, CTOSIINX MEpen
CIyKO0aMu DJKCILTyaTaluu, siBiusieTcs 3amada obecmedenus ux Kb. Oto Tpebyer
COOTBETCTBYIOIIETO (PMHAHCOBOTO HMHBECTUpPOBaHHUSA. B CBOI0O ouepenb NPHUHSATHE
pemenuii o ¢unancupoanuio b u Kb MOC By3a m0mKHO OCHOBBIBaThCS Ha
npoleaypax, TMO3BOJSIONIMX OCYIIECTBIATh (UHAHCUPOBAHUE C YYETOM BCEX
(hakTopoB, MPHUCYIINX 00CCTICUCHHUIO HAIC)KHOU 3aITUTHI HHPOPMAITUH.

Bompocamu 3amutel  mHGOpMAnMd W TOCTpoeHUs IPHEKTUBHBIX CHCTEM
yrnpasnenus b u Kb paznuunbix 00bekTOB MH(MDOpMATHU3AINK, 3aHUMAIIICh MHOTHE
3apyoexnple yueHnble: JI.I1.3erkna, C.B. Kasmupuyk, B.A.Jlaxno, A.I'Kopuenko,
B.N.Korenko, M.Atighetchi, R.H.Campbell, J. Dawkins, A.C. Mapxkos, M.Endler.
CBoli BKJIaJ B MCCIIEJOBAHUE ITUX BOMPOCOB BHECIHM U OTEUECTBEHHBIE CIELUATUCTBI
PI.busmes, M.H.Kamumonnaes, b.C. AxmeroB, VY.A.Tykees, W.T.YrtenbepreHos,
B.B.fABopckuii, T.C.Kapr6aes, K.K.AnumcenToBa 1 MHOTHE JIpyTHE.

BonpmumHceTBO HccnenoBanuii B oonactu ¢punancuposanusi CT3U, B ToMm, yucne
NOC By3a, akUEHTUPOBAHbI JUIIb HA 3KOHOMHYECKON IMOCTAHOBKE 3aJauyd IOHUCKA
ONITUMAJIBHBIX CTpaTeTU BIOKECHHS (UHAHCOBBIX pecypcoB B cpenctBa Kb u CT3U.
Ot paboThl, KaK MPAaBWIO, HE YYHUTHIBAIOT TEHACHIMU, KACAIONIUECS BHEIPEHUS



CaMbIX MEPEOBbIX HHPOPMAIIMOHHBIX TEXHOJOTHI B TPOLEAYPhl KOHTPOJS H
MPUHATUSL PEUICHUN IS TMOJOOHBIX MPOEKTOB, a TaKXKE BO3PACTAIONIUE PACXOIBI
KOMITBIOTEPHBIX 3JI0YMBIIUIEHHUKOB, MbITAIOMMXCA Mpeononetb koHTypsl b u Kb
paau JOCTUXKEHUS CBOUX LIECJIEH.

[TosToMy HEOOXOAMMBI HOBBIE UCCJICAOBAHUS B HAMPABICHUHN PA3BUTHUS METO/IOB
U MOJENEN IJi1 KOMIBIOTEPHBIX HWHTEIUICKTYAIM3UPOBAHHBIX CHCTEM MOIJICPKKHU
npunstus peuennit (CIIIIP), koTopbie MO3BOIAT HAWTH ONTUMAJIBHBIE CTPATETUU TIO
pacrpeieieHUI0 OTPaHUYCHHBIX (DUHAHCOBBIX PECYpPCOB YUYEOHBIX 3aBEJACHUN Ha
co3faHue u noaaepxkanue kuoepoeszonacuoit MOC Bysa.

Kak moka3bIBalOT ucciae0BaHNs MHOTUX YUYEHHBIX, TTOCBATHUBIINX CBOM PaOOTHI
npoonemam Ub u Kb, cymecTByer sBHOE MpOTHBOpeYre MEX]y NPUHIUIUATBHOM
BO3MOXKHOCTBIO Ppa3paboTku KuOepOe3omnacHoro o0bekTa HWHpOpMaTH3alUM, B
gactHocTu MOC By3a, Ha 0a3e HUCIMOJBH30BaHUSI COBPEMEHHBIX WH(OPMAIIMOHHBIX
texHosorut (MUT) m wHemoctatouHol HS(PGEKTUBHOCTHIO CYIIECTBYIONIUX CHUCTEM
3alMTHI, KOTOphlEe He obOecmedynBalOT 3aJaHHBIN  ypoBeHb Kb B crenctBue
HeJJOMHAHCUPOBAHUS WM HEPAIMOHAIBHOW (DMHAHCOBOM CTpaTEeruu CTOPOHBI
3alUTHI.

J{nst penieHus, yKa3aHHOTO BBIIIE€ MPOTUBOPEUMS, B JUCCEPTALMA MOCTABJICHA
HOBasi Hay4Hasl 3aJlaya, KOTopas 3akKiitoyaercs B pa3pabotke moaeneit, merogos u UT
noctpoenus MHoromoayiabHoi CIIIP B 3agauax moucka ctpateruii 3amutHuka MOC
By3a, 4YTO IIO3BOJIUT YMEHBIIUTHh PACXOKICHHS [aHHBIX MPOTHO3UPOBAHUS H
peanbHOM oTaaun oT nHBectupoBaHus B CT3M u Kb MOC By3a, a Takke MOIYy4YUTh
onTUMaibHble cTpaternn (puHaHcupoBanus ctopoHoil 3amutel CT3U u Kb nnsa
koHkpetHoit MOC By3a. [loaToMy, TemaTuka AMCCEpTAllMOHHOW paboOThI, KOTOpas
HaIlpaBjieHa Ha Hay4dHoe o0ocHoBaHue mojeinei, metonoB U UT mocrpoenus CIIIIP B
3amadyax noucka crpaterui 3ammutel MMOC By3a ABJISACTCS AKTYaJbHOW U
MPEJICTABIISIET HAYYHBIA U TPAKTUYECKUN HHTEPEC.

Hean uccaenoBaHus: pa3BUTHE MOJIENIEH U METOIOB 3alTUTHl HHGOPMAIIMOHHO-
o0Opa3oBaTeNbHOM Cpeabl By30B Ha OCHOBE KOMIUIEKCHOTO TOWCKA, B TOM YHCIIE C
NPUMEHEHHEM CHUCTEM TMOMAJEPKKU MPUHATHUS PEIICHUH, ONTUMAIbHBIX (PUHAHCOBBIX
CTpaTeruii CTOPOHOMU 3aIIUTHl U BHIPAOOTKH COOTBETCTBYIOIINX KOHTPMED B YCIOBUAX
MOCTOSSHHOTO ~ YBEJIMYCHHSI KOJMWYECTBA JECTAOMIM3UPYIONIMX BO3ACHCTBUII Ha
KOH(PUACHIIMATBHOCTb, IETOCTHOCTH U H0CTynHOCTh HHpopMmanuu B MOC By3a.

O0beKT uccae0BaHus: NPOLECCHl PACIPENEIICHUSI PECYPCOB, BBIACISEMBIX HA
cpencTsa 3amuTel nHPopmaruu u kubepoesomacaocts MOC By3a.

IIpeameToM HCCJIEIOBAHUA SIBISIOTCA METOABI U MOJEIW WHTETPUPOBAHHOU
3amuThl KHPOPMAITMOHHOW 00pa30BaTeILHON CPEIbI By3a.

I'umore3a wmcciaenoBaHuMs: eciw, HEOOXOMUMO BBHIOpPATh ONTHMATBHYIO
(MHAHCOBYIO CTpPATETHIO 3aIUTHI HHPOPMAITMOHHO 00Pa30BaTEIHLHOMN CPEIBI By3a, TO
3G ()EKTUBHO M KOMITJIEKCHO PEIIUTh MAaHHYIO 3aJady MOXHO IyTEM MNPUMEHEHUS
VMHTEIJUICKTYAJIbHBIX CUCTEM MOAJNECPKKU MPUHATHS PEUICHUU. BrrauciaurensHoe Sapo
CIIIP comepXuT MeTOnbl U MOJENH, B YAaCTHOCTH, Oa3UpylOUIMECs HAa TEOpUH



OWJIMHEHHBIX MHOTOIIATOBBIX UTP KauecTBa C 3aBUCUMBIMHU JBUKCHUSMH, TCOPUHU
cereit [lerpu u Ap. DTH METOABI U MOJEIN B COBOKYITHOCTH IMO3BOJSIOT ONPEACHATH
MHOKECTBA MPEANOYTUTEIBHOCTH W pallMOHaNIbHbIE cTparerun 3amuTHuka HMOC
BYy3a.

3agaum uccie10BaHus:

— BBIMOJIHUTh 0030p M aHAIM3 MPEAIISCTBYIONIMX HCCIeAoBaHUN B cdepe
ob0ecnieuenust 3amutel MOC By3a M 00OCHOBAaTh aKTyaJbHOCTh MCCIIEOBAaHUN B
HaIpaBJIeHUH Pa3paOOTKU MOJENEeH g CUCTeM MOAJCPKKU TPUHSITUS PEIICHUIN
(CIIIIP) mo HaxOXIEHUIO CTPATEruil yrpaBieHUs HHBECTUPOBAHUEM ISl Pa3IUYHbIX
COOTHOIIIEHUI apaMeTpOB MHBECTUIIMOHHOTO mpoiiecca B cuctembl Kb NOC By3a;

— pazpaborath Mojenb s BeruucautenbHoro sapa CIIIIP mo HaxoxneHuto
pallMOHANIBHBIX  CTPATErMid  yNpaBJICHUST WHBECTUPOBAHUEM JJIl  Pa3IMYHBIX
COOTHOIIIEHUI apaMeTpOB MHBECTUIIMOHHOTO mpoiiecca B cuctembl Kb NOC By3a;

— pa3paboTaTh  KOHIENTYaJIbHYI0  MOJIeJIb  QJanTUBHOTO  YIPaBJICHUS
kubep3ammutoir MOC By3a, a Takke MOJEIU pacIpeieeHUus] TMOJb30BaTEIIbCKUX
3a/1a4, aBTOMATH3AIlMd TPOLEAYpP KOPPEKTUPOBKU TPOQPUIS TIMOJb30BaATEIS H
JOTIOJTHUTh METOJbl KOHTPOJISI MpaB JIOCTylla B KOHTEKCTE CBEPKHU IpaB JOCTyNa B
NOC By3a;

— YCOBEPUICHCTBOBATh METOJI MHOTOKPUTEPUAIBHON AUCKPETHON ONTUMM3ALNHU
TSt petieHust 3a1ay onenku 3anuiieHHoctu MOC By3a, pazpaboTaTh KOMIBIOTEPHYIO
nporpamMmmy «CucteMa MOAAEPKKU MPUHITUS PELICHUI 10 HAaXOXKIECHUIO CTPAaTErui
ynpasieHuss nHBectupoBaHueM B Kb MOC By3a» W BBINOJHUTH KOMIIBIOTEPHOE
MOJENHUPOBAHUE JJISI PA3HOBAPUAHTHBIX CTPATETUH WHBECTUPOBAHMS, C LEJBIO
IPOBEPKHU aJIEKBATHOCTU MOJEIH.

MeToabl MCCJIeT0BAHUM:

— METOJAbl CUCTEMHOI'O aHaldW3a U TEOPUHU CIIOKHBIX CUCTEM C NPUMEHEHUEM
anmapara cerer lletpu - 119 omucaHus KOHUENTYaJlbHOM MOJIEIW aIalTUBHOIO
ynpasnenus kubep3anutoit MOC By3a u perieHus 3aa4u aanTUBHOTO YIPABICHUS
paBaMHM JI0CTyIa MOJIb30BaTEIIEH;

— METOJbl TEOPUM WTP I CHHTE3a HOBBIX MOJEJIEH BBIUMCIUTEIBHOIO SApa
WHTEJUICKTYaJTU3UPOBAHHON CHCTEMBl TMOAACPKKUA MPHUHATUS PEIICHUN IO BBIOOPY
parmonanbHoM QuHaHcoBoi ctpareruu naBectupoBanus B CT3U u Kb MOC By3a;
METOJIBl MHOTOKPUTEPUAIBHOW JUCKPETHOW ONTHUMU3AlUMU Uil pPELIEHUs 3ajad
omenku 3amuiieHHoctn MOC By3a, OCHOBaHHbIE Ha KOMOWHAIIMM METOJa
JTUCKPETHOU onTUMU3auK JmkBopTa-IlapeTo u nexcukorpaguaeckoro MeToa;

— METOJbl KOMIIBIOTEPHOTO W MMHUTALUMOHHOTO MOJEIUPOBAHUS JJIS1 OLIEHKH
3¢ (HEKTUBHOCTH Mpe/jIaraeMpIX B IUCCEPTAIIUN PEIICHUA.

Hay4yHasi HOBU3HA UCCJIECI0BAHUA:

— TIPEIJI0KEHBI HOBBIC MOJENIN TS BBIYHCIIATEIBHOTO anpa
uHTesekTyanusupoBannoit  CIIIIP mo BeIOOpY parmumoHanbHON (DUHAHCOBOU
crparerun nHBectupoBanusi B CT3U1 u Kb MOC By3a. HoBuzHa mozenei COCTOUT B



TOM, YTO OHU TO3BOJISIOT HAXOAUThH PEIICHUS ISl OMIMHEHHBIX MHOTOIIATOBBIX UTP
KadyecTBa C  3aBUCHUMBIMM  JBWXKEHMSIMU U ONpEACisITh  MHOXECTBa
MPEANOYTUTEIIBHOCTH U pallMOHaNIbHbIE cTpateruu 3amutHuka MOC By3a;

— MpeUIokKEeHa MOJIENb U1l aBTOMATHU3aUU IPOLETYP KOPPEKTUPOBKHU MPOPUIIs
MOJIb30BaTeNA JJIsi MUHUMU3ALMKA WU HehTpanuzauuu kudbepyrpo3 B MOC Bysa, B
OTJIMYHME OT CYIIECTBYIOLIMX MOJENb Oa3supyercs Ha MaTeMaTHYEeCKOM arapaTe
cetrelt [leTpu v yuyuTHIBaeT MEpeMEHHBIE, KOTOPHIE MO3BOISIOT YMEHBIITUTH MOIITHOCTh
MOJANPOCTPAHCTBA COCTOSIHUM, YTO MOBBIIIAET PE3YyIbTATUBHOCTh MOJIETUPOBAHUS 32
CYET COKpalleHusi 3aTpaT BPEMEHM Ha TMPUHITHE PEIICHUN, CBSI3aHHBIX C
periaMeHTaluei nmpas 1octymna noJyb3oBarenei k yznam MOC By3a;

— YTOYHEH M JIOTOJHEH METOJ KOHTPOJIS MpaB AOCTYyIMa MOJIb30BaTeNeH K y3i1am
NOC By3a, B OTIMYME€ OT CYLIECTBYIOIIUX, JIONOJHEHUS MPEANoiaraimT
KOPPEKTUPOBKY MPABWJI U METPUK OE30MaCHOCTH HAa OCHOBE NMPUMEHEHHUS HOTAIMHU
ceteil [leTpu /u1st HOBBIX WIIK NIepepaclpeeIeHHbIX 3a/1aY;

— YCOBEPIIIEHCTBOBAH METOJ] MHOTOKPUTEPUAIBHOU JUCKPETHOM ONMTUMU3AIUM
st pemieHust 3agad oueHku 3ammmeHHoctd MOC Bysza. B omimume ot
CYIIECTBYIOIINX, MPEIJIOKEHHBIH YCOBEPIIICHCTBOBAHHBIM METOJ OCHOBaH Ha
KOMOMHAIIMKM ~ METo/Ja  JUCKPETHOW  onTumu3anuu  ImkBopTa-Ilapero  u
JIEKCUKOTPaUUYECKOTO METO/Ia, YTO MO3BOJIMIO pa3paboTaTh BEKTOPHBIN KpPUTEPHIA
OLICHKU pEUICHUM, BKJIIOYAIONMA B KayeCTBE COCTABIAIONIMX JBa YCJIOBHS
ONTUMAJIBHOCTU: CTOMMOCTHOIO OIIEHKY paccMmaTtpuBaemoro Bapuanta CT3U wu
OLIEHKY ero TeXHu4Yeckol 3¢ dexTuBHOCTH At KoHKpeTHoit MOC By3a.

TeopeTnyeckasi 3HAYMMOCTb HCCJIEIOBAHUSL 3aKJIIOYAE€TCS B TOM, YTO
NOJTYYUIIU JasibHeIee pa3Butue Monenu u Metonbl 3amutel MOC By3a B ycnoBusix
pocTa CIOXHOCTH JIE€CTPYKTHBHOTO BMEIIATENIbCTBA B HMX pPabOTy CO CTOPOHBI
KOMITBIOTEPHBIX 3JI0YMBIIUICHHUKOB. Pa3zpaboTaHHbie METOIBI U MOJIEIH TO3BOJISIIOT
HAXOJUTh PEUICHUsS JJI1 OWIMHEHHBIX MHOTOIIATOBBIX WI'P KAYeCTBA C 3aBUCHMBIMU
IBUKCHUSIMU M OTNPENEISITh MHOXKECTBA MPEANOYTHUTEIBHOCTA M palMOHAIbHbBIC
crpareruu 3amutHuka MOC By3a. A KpoMe TOro, MPeJIOKEHHBIE MOJIEJIA TTO3BOJISIOT
KOppekTupoBaTh mpoduin mnonp3oBarened B MOC By3a s MUHUMHU3ALUUU WU
HEUTpanu3anuu KuOepyrpo3, KOTOPBIM TO3BOJSET TMOBBICUTH PE3yIbTaTUBHOCTD
MOJICJIUPOBAHUS 32 CYET COKpAILCHHWS 3aTpaT BPEMEHHM HA MPHUHITUE PEIICHUH,
CBSI3aHHBIX C perJlaMEeHTallMel MMpaB 10CTyMa noib3oparenei K yznam MOC Bysa.

IIpakTuyeckass 3HAYUMOCTH HCCJIEOBAHUSI 3aKIIOYAaeTCsl B pa3padOTKe
NpUKIaAHBIX mporpaMMmHbix mpoaykroB (IIIT) B cpeme VisualStudio 2017 mns
pemenus 3ana4 oneHku 3amuineHHoctd MOC By3za («Monyns CIIIIP DSS - Mertoa
[Tapeto  mms BeIOOpa cpeactB 3amuThl uHGopmarmu (C3U1))», peammusyromuii
aJTOPUTMBI ONTUMaibHOTO BhIOOpa mpu mpoektupoBannu C3U mus MOC Bysa) u
BBIOOpA palroHaIbHON (brHaHCOBOM cTpareruu TUTSt obecrieyeHus
kubepoe3omacHoctu MOC By3a («Bribop parmonansHoil GUHAHCOBOW CTpaTeTUH ISt
obecneuenust kudepoOezonacHoctu MOC By3a (DSS)»). IIporpammubie peanuzanuu



pa3zpaborannbix Moxened B Il «Metog Ilapero nns BeiOopa C3M» «Bbibop
panroHaibHOM (PUHAHCOBOM cTpareruu st odecrneuenus kubepobeszonacnoctu MOC
By3a IO3BOJISIIOT BBIOpPAaTh ONTHUMAJIbHYIO (PUHAHCOBYIO COCTABJISIOLLYIO CTPAaTE€ruu
CTOPOHBI 3aLIUTHI NPU JTHOOBIX COOTHOIICHHIX MAapaMeTPOB, ONMUCHIBAIOLIUX MPOLECC
(uHaHCUpPOBaHMSI, KaK Obl (PUHAHCOBO HE JIEHCTBOBAJIA BTOpPAsi CTOPOHA, MBITAIOIIASICS
B3110MaTh nepuMeTpsl 3amuTsel MOC By3a.

OcHOBHbIE M0JI0KEHUsI, BBIHOCHUMbIE HA 3AIIMTY:

— MOJENM I MHTEIJIEKTYaJIM3MPOBAHHOW CHUCTEMBl MOJIEPKKH TNPUHATHUS
pemennit  (CIIIIP) mo BeIOOpY pauuMoHanbHOW  (PUHAHCOBOW  CTpaTErwu
MHBECTUPOBAHUS B CUCTEMBI 3alIUThl HH(OopManuu u kubepodesonacnoctu NOC By3a;

— MOJedb IS aBTOMATU3allMM  OPOUEAYyp  KOPPEKTUPOBKU  MpOoQuis
MOJIb30BATEeNs ISl MUHUMU3ALMK UK HelTpanuzanuu kubepyrpos B MOC By3a;

— MeToJ1 KOHTpoJig npaB nocrtymna K y3iam NOC By3a;

— YCOBEPILIEHCTBOBAHHbBIN METO/]1 MHOTOKPUTEPHUATBHOMN JTUCKPETHOM
ONTUMM3AIMY Il pelIeHus 3a1ay oteHku 3amumennoctd MOC By3a.

JInuHbIii BKJIAJ cOMCKATEJNS: BCE OCHOBHBIE PE3YIbTAThl IUCCEPTAMOHHOM
paboThl, BHIHOCUMBIE Ha 3aIIUTY, MOJTYyYEHHBIE COUCKATEIEM JIMYHO, CPEIU HUX:

— MOJENH JJIs BBIYMCIMUTENBHOTO s/ipa uHTeIUeKkryanuzupoBannoit CIIIP mno
BbIOODPY panmoHanbHON (puHaHcoBoi crpaTeruu nHBectupoBanus B CT3U u Kb MOC
BY33;

— MOJedb IS aBTOMAaTU3allMM  TPOUEAyp  KOPPEKTUPOBKU  Mpoduis
MOJIb30BATENs ISl MUHUMU3ALMK UK HelTpanu3anuu kuoepyrpo3 B UOC By3a;

— METOoJ KOHTpOoJs npaB noctyna k yznam MOC By3a;

— YCOBEpILIEHCTBOBAaHHBIN METOL MHOTOKPUTEPUATBHOMN TUCKPETHOU
ONTUMU3AIMU JUIS pelieHus 3aay oueHku 3amuimenHoctn MOC By3a.

CBsa3b TeMbl € IUIAHAMH HAYYHO-HMCCJIEI0BATEIbCKUX MPOrpaMM:
auccepTalMonHas — pabota BBIMIOJIHEHA B MEKyHApPOTHOM Hay4HO-
uccienoatenbckoM mpoekte KasHITYum.Abas ¢ HUU Bricmas IlIkonma DxoHOMUKH
(Poccusi, r1.MockBa) mo TeMe «MOHUTOPUHT TIPOHMKHOBEHHUS ITU(POBBIX
WHCTPYMCHTOB B y4eOHBIN nporiecc By3a» (oroBop HUP Ne 19/04 ot 19.04.2019).

Anpodanus pe3yJibTATOB IMCCEPTAIMM: OCHOBHBIC MOJOKEHUS U PE3YJIBTATHI
UCCIIEOBaHUsI ~ OOCYXKIEHBl ~ Ha  MEXAYHAapOIHBIX  HAYYHO-IIPAKTHUYECKUX
xoHpepennusax: «Part of the Advances in Intelligent Systems and Computing book
series» (Warsaw, 2018) «AxTyanbHi muTaHHS 3a0ecriedeHHs KiOepOe3ImeKH Ta 3aXUCTY
iHpopmarii» (Kues, 2018), «[IpobaemMbl TEXHUKU U TEXHOJIOTUH TEICKOMM YHUKAIIA
(VYpanbck, 2018), «Cran Ta yaockoHajeHHs Oe3neku 1HQOpMaLIiHO -
TeJIeKOMMYHIKaniianx cuctem» (Ykpaumna, 2018), «IIpobmembl wHbOpMATUKH B
oOpa3oBaHWM, YyIpaBlIeHWH, d3KoHOMUKe u TexHuke» (Ilenza, 2018), «HoBsie
nH(popManronHbie TexHonoruu u cuctembd» ([lensa, 2018), «Ilimi ctamoro po3BUTKY
TPETHOTO TUCSUYONITTS: BUKIUKH JUII YHIBEPCUTETIB HayK mpo kuttss» (Kuis, 2018),
«International Journal of Civil Engineering and Technology» (India,- 2019),



«AKTyaJbHbIE€ BOMNPOCHl SKOHOMUYECKOTO W COLMAIBHOTO pPa3BUTUA B YCIOBUAX
uupposuzauun» (Cemeit, 2019), « YHuBepcuteT—oi-nikipiaep aimarb» (Akray, 2019),
«MaremarukanblK MOJEIbIAEY MEH aKMapaTThIK TEXHOJOTUsIap OUIIMIE JKOHE
reutbiMIa»  (Anmatel, 2020), a Takke Ha HAYYHO-METOJUUYECKUX CEMHUHApax
«MHdopmaTtuzanuu 00pa3zoBaHus U MpoodIEeMbl 0OYUYEHHSI» U Ha 3aceTaHusIX Kadeapbl
uHpopmatukn U uHPopMaruzauuu obpa3zoBaHuss — Kazaxckoro HaluMoOHaJIbHOIO
NeAarornyecKkoro yHuBepcureTa umeHu Adas.

Pesynbrarel nuccepranuu BHEApPEHbI: B yueOHBIM mpouecc ¢akynbreta UT
HYBUII Ykpaunsl (AkT 0 BHeapenuu Ne 16-35 ot 12.03.2020); B yueOHbIN mpoliiecc
dakynerera KT ynuBepcurera umenu Illakapuma ropoma Cemeit HAO (Axkrt o
BHeapenun Ne 255 ot 10.08.2020); nporectupoBano B Jnadoparopuun TOO
«Kaspersky LAB KZ» (Axt Bueapenus Pecniyonuka Kazaxcran ot 10.02.2020).

[Ipumenenue pa3pabOTaHHBIX MPOrPAMMHBIX MPOJYKTOB MO3BOJIUIO COKPATHUTH
3aTpaThl Ha MOCTpOeHHue KOHTYpoB kubepoe3onacnoctu MOC By3a npumepHo Ha 11—
14 % no cpaBHEHHIO IEPBOHAYATBLHBIMY TUIAHOBBIMU NTApaMETPAMHU.

[IpennoxxenHupie MeTOAbl, Monenu U paspadoranHsie [III morytr OBITH
MCIIOJIb30BaHbI ISl TOBBIIICHUs cTeneHu kubepsamuieHHoctuu apyrux MOC Byza
Kazaxcrana.

I[Iyoaukanuu mo pe3yabTaTaM HCCJIEI0BAHMS: PE3YJIbTaThl HCCIEIO0BAHUS
HAIUIM OTpakeHus B 21 medaTHbIX padoTax, U3 KOTOPHIX 3 — B JKypHajaX, BXOISIIUX
B 0a3y nmaHHBIX Scopus, 5 — B U3JaHUAX, peKOMeHayembix KomureTom 1m0
oOecrieueHuto B chepe oOpazoBaHus M Hayku MuHucTepcTBa 00pa30BaHUS M HAYKU
Pecniy6onuku Kazaxctan, 11 — B cOOpHHKax MarepuaioB MEXIyHApOAHBIX HAy4YHO-
NPaKTUYECKUX KOH(pepeHIui (U3 HUX 7 — B COOPHUKAX MAaTepUaloB 3apyOe’KHBIX
KoH(pepeHIuit), 2 - B 3apy0eKHBIX HAyYHBIX )KypHaJIax.

CTpykTypa amccepralum: AUCCEpPTalUs COCTOUT U3 BBEICHHUS, YETHIPEX IVIaB,
3aKJIIOYEHUS, CIIMCKA UCIIOIB30BAHHOM JIUTEPATYPHI U MIPUIOKEHU.



ANNOTATION
of dissertation work by Kydyralina Lazat Muktarovna
""Methods and models of integrated protection of the educational
information environment of the university",
submitted for the degree of Doctor of Philosophy (PhD)
on the specialty 6D060200 — Informatics

The relevance of research: A key role in the development and improvement of
the efficiency of the activities of universities is played by its orientation towards the
constant search and application of the latest approaches, technologies and means that
appear in the world as science and technology develop. In this regard, universities
cannot remain aside from the global processes of digitalization and informatization,
especially relevant in recent years in connection with the selection and formation of
new types of technologies and means attributed to the fourth industrial revolution.
Such technologies allow technical means to interact with each other without human
intervention. An additional incentive for the development of educational systems is
the formation of new generations of people who are ready and able to live and learn,
using digital technologies everywhere.

In connection with these and other factors, timely complex and comprehensive
digitalization becomes strategic in nature, requires the search and systematization of
appropriate conceptual approaches. A striking example is the concept of digitization
of the Kazakh National Pedagogical University named after Abay, developed under
the guidance of Professor T.O.Balykbayev and Professor E.Y. Bidaibekov. The
concept is aimed at ensuring the integrity and long-term systematic development of
approaches to the integration and use of digital technologies and means in order to
increase efficiency of all types of activities of KazNPU named after Abay as a digital
university. The content of the concept was formed taking into account the results of
the analysis of the digital infrastructure of the university, on the basis of which there
were determined the priority directions of digitalization of the university. There are
considered theoretical and practical foundations of digitalization of educational and
educational-methodical activities, scientific research and integration of the university
into the world scientific community, approaches to the development of digital
competence of students and teachers in the context of digitalization of the university.

The Concept pays special attention to issues of information security (I1S) and
cybersecurity (CS) of the digital educational environment of the university. In modern
universities, there are working a large number of teachers, researchers, thousands, and
sometimes tens of thousands of students are studying, who make up the intellectual
and labor potential of the development of any state. In this connection, the task of
providing IS and CS of universities and other educational institutions in modern
conditions is of great importance.

It should be noted that there are a number of problems in the field of IS and CS
management of university, among which the most significant are: poor equipment of



IEEU with means of technical protection of information resources (IPTM); the
existing moral and physical deterioration of the equipment that provides solutions to
the tasks of providing CS (switches, routers, firewalls, etc.); the absence of specially
trained specialists in the staffing tables of the IT departments of informatization of
universities, who are responsible specifically for the issues of IS and CS of the
university, who could competently and optimally distribute the targeted funding that is
allocated to provide the CS of IEEU.

The existing approaches to the issues of CS of IEEU are mainly based on
solutions that are typical mainly for commercial enterprises or so-called secure
facilities. However, educational institutions and universities, in particular, have their
own specifics. Designers of CS of IEEU systems note the following difficulties in the
process of creating IS control systems:

— the absence of special techniques and methods for assessing the current state
of IS and CS of the university;

— uncertainty and specificity of destabilizing factors that can affect the protected
resources of IEEU;

— the absence of proven methods and algorithms for assessing the effectiveness
of means of protecting information resources of IEEU.

In the context of the growing number and complexity of destructive influences
on the part of intruders (hackers) on various computerized systems (for example,
IEEU), one of the most important tasks facing the operation services is the task of
providing their CS. This requires appropriate financial investment. In turn, decision-
making on the financing of IS and CS of IEEU should be based on procedures that
allow financing taking into account all the factors inherent to ensuring reliable
information protection.

The issues of information security and the creation of effective information
security and cybersecurity systems for various objects of informatization were dealt
with by many domestic and foreign scientists, in particular: D.P. Zegzhda, S.V.
Kazmirchuk, V.A. Lakhno, A.G. Korchenko, V.I. Kotenko, M. Atighetchi, R.H.
Campbell, J. Dawkins, A.S. Markov, M.Endler. Domestic experts also contributed to
the study of these issues R. G. Biyashev, M. N. Kalimoldayev, B. S. Akhmetov, W. A.
Tukeev, I. T. Utepbergenov, V., Jaworski, T. S. Kartbayev, Zh. K. Alimseitova and
many others.

Most of the studies in the field of financing IPTM, including IEEU, are focused
only on the economic formulation of the problem of finding optimal strategies for
investing financial resources in the funds of CS and IPTM. These works, as a rule, do
not take into account the trends regarding the implementation of the most advanced
information technologies in the control and decision-making procedures for such
projects, as well as the increasing costs of computer attackers trying to overcome the
contours of IS and CS in order to achieve their goals.



Therefore, new research is needed in the direction of developing methods and
models for computer intelligent decision support systems (DSS), which will make it
possible to find optimal strategies for the allocation of limited financial resources of
educational institutions for the creation and maintenance of cybersecure IEEU.

As the studies of many scientists who have devoted their work to the problems of
IS and CS show, there is a clear contradiction between the fundamental possibility of
developing a cybersecure object of informatization, in particular IEEU, based on the
use of modern information technologies (IT) and the insufficient effectiveness of
existing protection systems that do not provide a given level of CS due to
underfunding or irrational financial strategy of the protection.

In order to solve the above contradiction, the dissertation posed a new scientific
task, which consists in the development of models, methods and IT for creating a
multi-module DSS in the problems of finding strategies for the protection of IEEU,
which will reduce the discrepancy between the prediction data and the real return on
investment in IPTM and CS of IEEU, as well as to obtain the optimal financing
strategies for the protection of IPTM and CS for a specific IEEU. Therefore, the topic
of the dissertation work, which is aimed at the scientific substantiation of models,
methods and IT for creating a DSS in the tasks of finding strategies for protection of
IEEU is relevant and is of scientific and practical interest.

Purpose of the research: the purpose of the dissertation work is to develop
models and methods for protecting the information and educational environment of
universities on the basis of an integrated search, including the use of decision support
systems, optimal financial strategies by the protection side and the development of
appropriate countermeasures in conditions of a constant increase in the number of
destabilizing impacts on confidentiality, integrity and availability of information in
IEEU.

The object of the research: is the processes of resource allocation for
information security and cybersecurity of IEEU.

The subject of the research is methods and models of integrated protection of
the educational information environment of the university.

Research hypothesis: if it is necessary to choose the optimal financial
component of the strategy for protecting the information and educational environment
of the university, then this problem can be effectively and comprehensively solved by
using intelligent decision support systems. The computing core of which contains
methods and models, in particular, based on the theory of bilinear multi-stage quality
games with dependent movements, the theory of Petri nets, etc. These methods and
models which together allows to determine the sets of preferences and rational
strategies of the IEEU protector. these methods and models

Research objectives:

— to review and analyze previous research in the field of ensuring the protection
of IEEU and substantiate the relevance of research in the direction of developing
models for decision support systems (DSS) in order to find investment management



strategies for various ratios of the parameters of the investment process in CS systems
of IEEU;

— to develop a model for the computational core of the DSS for finding rational
investment management strategies for various ratios of the parameters of the
investment process in the CS IEE system of the university;

— to develop a conceptual model of adaptive management of the CS IEE of the
university, as well as a model for distributing user tasks, automating procedures for
adjusting the user profile, and to complement methods for access rights control in the
context of access rights verification in the IEE of the university;

— to improve the method of multicriteria discrete optimization for solving the
tasks of assessing the security of the IEE of the university, to develop a computer
program "Decision support system for finding investment management strategies in
the CS IEE of the university" and to perform computer modeling for different
investment strategies in order to check the adequacy of the model.

Research methods:

— methods of system analysis and the theory of complex systems using the
apparatus of Petri nets - to describe the conceptual model of adaptive control of CS of
IEEU and to solve the problem of adaptive control of user access rights;

— methods of game theory for the synthesis of new models of the computing
core of an intellectualized decision support system for choosing a rational financial
strategy for investing in IPTM and CS of IEEU;

— methods of multicriteria discrete optimization for solving problems of
assessing the security of IEEU, based on a combination of the Edgeworth-Pareto
discrete optimization method and the lexicographic method;

— methods of computer and simulation modeling for assessing the effectiveness
of the solutions proposed in the dissertation.

Scientific novelty of the research:

— there were proposed new models for the computing core of an intellectualized
DSS for choosing a rational financial strategy for investing in IPTM and CS of IEEU.
The novelty of the models lies in the fact that they allow to find solutions for bilinear
multi-step quality games with dependent movements and to determine the sets of
preferences and rational strategies of the IEEU defender;

— there was proposed a model for automating the procedures for adjusting the
user profile in order to minimize or neutralize cyber threats in IEEU, in comparison to
the existing model, it is based on the mathematical apparatus of Petri nets and takes
into account variables that allow reducing the power of the state subspace, which
increases the effectiveness of modeling due to reducing the time spent on decision
making related to the regulation of user access rights to IEEU nodes;

— there was clarified and supplemented the method for controlling user access
rights to IEEU nodes, in comparison to the existing ones, the additions imply the



adjustment of security rules and metrics based on the application of the Petri nets
notation for new or redistributed tasks;

— there was improved the method of multicriteria discrete optimization for
solving problems of assessing the security of IEEU. In comparison to the existing
ones, the proposed improved method is based on a combination of the Edgeworth-
Pareto discrete optimization method and the lexicographic method, which made it
possible to develop a vector criterion for assessing solutions, including two optimality
conditions as components: the cost estimate of the considered IPTM variant and the
assessment of its technical efficiency for a specific IEEU.

The theoretical significance of the research lies in the fact that the models and
methods of protecting IEEU have been further developed in conditions of increasing
complexity of destructive interference in their work by computer intruders. The
developed methods and models make it possible to find solutions for bilinear multi-
step quality games with dependent movements and to determine the sets of
preferences and rational strategies of the IEEU protector. In addition, the proposed
models allow to adjust user profiles in IEEU in order to minimize or neutralize cyber
threats, that allows to increase the effectiveness of modeling by reducing the time
spent on decision making related to the regulation of user access rights to IEEU
nodes.

The practical significance of the results obtained for universities lies in the
development of applied software products (SP) in the VisualStudio 2017 environment
for solving problems of assessing the security of IEEU ("DSS DSS Module - Pareto
Method for the Selection of Information Protection Means (IPM)"), which
implements optimal choice algorithms for the design of IPM of IEEU) and the choice
of a rational financial strategy for ensuring the cybersecurity of IEEU ("Choosing a
rational financial strategy for ensuring cybersecurity of IEEU (DSS)"). Software
implementations of the developed models in the "Pareto method for choosing IPM",
"Choosing a rational financial strategy to ensure the cybersecurity of IEEU” allows to
select the optimal financial strategy component of the protection side for any ratio of
parameters describing the financing process, no matter how financially the second
party tries to break the perimeters of IEEU protection.

The main provisions for the defense:

— models for an decision support system (DSS) for choosing a rational financial
strategy for investing in information security and cybersecurity systems of IEEU;

— a model for automating procedures for adjusting the user profile in order to
minimize or neutralize cyberthreats in IEEU,;

— method of access rights control to IEEU nodes;

— an improved method of multicriteria discrete optimization for solving
problems of assessing the security of IEEU.

Personal contribution of the applicant: all the main results of the dissertation
work submitted for defense, received by the applicant personally, among them:



— models for the computing core of an intellectualized DSS for choosing a
rational financial strategy for investing in IPTM and CS of IEEU,

— a model for automating the procedures for adjusting the user profile in order
to minimize or neutralize cyber threats in IEEU;

— method of controlling access rights nodes of IEEU;

— an improved method of multicriteria discrete optimization for solving
problems of security assessment of IEEU.

Connection of the topic with the plans of research programs: the dissertation
work was carried out in the international research project of KazNPU named after
Abay with the Research Institute Higher School of Economics (Russia, Moscow) on
the topic "Monitoring the penetration of digital tools into the educational process of
the university" (research agreement No. 19/04 dated 19.04.2019).

Approbation of the dissertation results: the main provisions and results of
the research were discussed at international scientific and practical conferences: «Part
of the Advances in Intelligent Systems and Computing book series» (Warsaw, 2018),
«Current issues of cybersecurity and information security» (Kiev, 2018), «Problems
of technology and telecommunications technology» (Uralsk, 2018), «Status and
improvement of security of information and telecommunication systems» (Ukraine,
2018), «Problems of Informatics in Education, Management, Economics and
Technology» (Penza, 2018), «New Information Technologies and Systems» (Penza,
2018), «The goals of sustainable development of the third millennium: challenges for
universities of life sciences» (Kiev, 2018), «International Journal of Civil Engineering
and Technology» (India, -2019), «Topical issues of economic and social development
in the context of digitalization» (Semey, 2019), «University - oh-pikirler aimagy»
(Aktau, 2019), «Mathematicalyk modeldeu men akparatttyk tekhnologar bilimde
zhane gylymda» (Almaty, 2020), as well as at scientific and methodological seminars
"Informatization of education and learning problems” and at meetings of the
Department of Informatics and Informatization of Education of the Kazakh National
Pedagogical University named after Abai.

The results of the dissertation are implemented:work were introduced in the
educational process of the IT Faculty of the NUBNM of Ukraine (Act of
Implementation No. 16-35 dated 12.03.2020); of the ICT Faculty of the Shakarim
University of Semey (Act of Implementation No. 255 dated 10.08.2020); tested the
Republic of Kazakhstan the lab LLP «Kaspersky LAB KZ» (Act of Implementation
dated 10.02.2020).

The use of the developed software products made it possible to reduce the costs
on creating the IEEU cybersecurity contours by about 11-14% compared to the initial
planned parameters.

The proposed methods, models and developed software programs can be used to
increase the degree of cybersecurity of other IEEUs in Kazakhstan.



Research publications: the results of the study were reflected in 21 printed
works, 3 of which - in journals included in the Scopus database, 5 - in publications
recommended by the Committee for Control in Education and Science of the Ministry
of Education and Science of the Republic of Kazakhstan, 11 - in collections of
materials of international scientific-practical conferences (7-of them are in the
collections of materials of foreign conferences), 2 - of foreign scientific journals.

The structure of the dissertation work: the dissertation consists of an
introduction, four chapters, conclusion, references and appendices.



